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Notice 

Use of the technologies described in this specification may infringe patents, copyrights or other intellectual 
property rights of FIPA Members and non-members. Nothing in this specification should be construed as granting 
permission to use any of the technologies described. Anyone planning to make use of technology covered by the 
intellectual property rights of others should first obtain permission from the holder(s) of the rights. FIPA strongly 
encourages anyone implementing  any part of this specification to determine first whether part(s) sought to be 
implemented are covered by the intellectual property of others, and, if so, to obtain appropriate licences or other 
permission from the holder(s) of such intellectual property prior to implementation. This FIPA ’97 Specification is 
subject to change without notice. Neither FIPA nor any of its Members accept any responsibility whatsoever for 
damages or liability, direct or consequential, which may result from the use of this specification. 
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Foreword 76 

The Foundation for Intelligent Physical Agents (FIPA) is a non-profit association registered in Geneva, Switzerland. 77 
FIPA’s purpose is to promote the success of emerging agent-based applications, services and equipment. This goal is 78 
pursued by making available in a timely manner, internationally agreed specifications that maximise interoperability 79 
across agent-based applications, services and equipment. This is realised through the open international collaboration 80 
of member organisations, which are companies and universities active in the agent field. FIPA intends to make the 81 
results of its activities available to all interested parties and to contribute the results of its activities to appropriate formal 82 
standards bodies. 83 

This specification has been developed through direct involvement of the FIPA membership. The 35 corporate members 84 
of FIPA (October 1997) represent 12 countries from all over the world  85 

Membership in FIPA is open to any corporation and individual firm, partnership, governmental body or international 86 
organisation without restriction. By joining FIPA each Member declares himself individually and collectively committed to 87 
open competition in the development of agent-based applications, services and equipment. Associate Member status is 88 
usually chosen by those entities who do want to be members of FIPA without using the right to influence the precise 89 
content of the specifications through voting. 90 

The Members are not restricted in any way from designing, developing, marketing and/or procuring agent-based 91 
applications, services and equipment. Members are not bound to implement or use specific agent-based standards, 92 
recommendations and FIPA specifications by virtue of their participation in FIPA.  93 

This specification is published as FIPA 97 ver. 1.0 after two previous versions have been subject to public comments 94 
following disclosure on the WWW. It has undergone intense review by members as well non-members. FIPA is now 95 
starting a validation phase by encouraging its members to carry out field trials that are based on this specification. 96 
During 1998 FIPA will publish FIPA 97 ver. 2.0 that will incorporate whatever adaptations will be deemed necessary to 97 
take into account the results of field trials. 98 

 99 

 100 

101 
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Introduction 101 

This FIPA 97 specification is the first output of the Foundation for Intelligent Physical Agents. It provides specification of 102 
basic agent technologies that can be integrated by agent systems developers to make complex systems with a high 103 
degree of interoperability.  104 

FIPA specifies the interfaces of the different components in the environment with which an agent can interact, i.e. 105 
humans, other agents, non-agent software and the physical world. See figure below 106 
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 109 

FIPA produces two kinds of specification 110 

1) normative specifications that mandate the external behaviour of an agent and ensure interoperability with 111 
other FIPA-specified subsystems;  112 

2) informative specifications of applications for guidance to industry on the use of FIPA technologies. 113 

The first set of specifications – called FIPA 97 – has seven parts:  114 

1) three normative parts for basic agent technologies: agent management, agent communication language and 115 
agent/software integration 116 

2) four informative application descriptions that provide examples of how the normative items can be applied: 117 
personal travel assistance, personal assistant, audio-visual entertainment and broadcasting and network 118 
management and provisioning.  119 

Overall, the three FIPA 97 technologies allow: 120 
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1) the construction and management of an agent system composed of different agents, possibly built by different 121 
developers;  122 

2) agents to communicate and interact with each other to achieve individual or common goals;  123 

3) legacy software or new non-agent software systems to be used by agents.  124 

A brief illustration of FIPA 97 specification is given below 125 

Part 1 Agent Management 126 

This part of FIPA 97 provides a normative framework within which FIPA compliant agents can exist, operate and be 127 
managed. 128 

It defines an agent platform reference model containing such capabilities as white and yellow pages, message routing 129 
and life-cycle management. True to the FIPA approach, these capablities are themselves intelligent agents using 130 
formally sound communicative acts based on special message sets. An appropriate ontology and content language 131 
allows agents to discover each other’s capabilities. 132 

Part 2 Agent Communication Language 133 

The FIPA Agent Communication Language (ACL) is based on speech act theory: messages are actions, or 134 
communicative acts, as they are intended to perform some action by virtue of being sent. The specification consists of a 135 
set of message types and the description of their pragmatics, that is the effects on the mental attitudes of the sender 136 
and receiver agents. Every communicative act is described with both a narrative form and a formal semantics based on 137 
modal logic. 138 

The specifications include guidance to users who are already familiar with KQML in order to facilitate migration to the 139 
FIPA ACL. 140 

The specification also provides the normative description of a set of high-level interaction protocols, including 141 
requesting an action, contract net and several kinds of auctions etc. 142 

Part 3 Agent/Software Integration 143 

This part applies to any other non-agentised software with which agents need to “connect”. Such software includes 144 
legacy software, conventional database systems, middleware for all manners of interaction including hardware drivers. 145 
Because in most significant applications, non-agentised software may dominate software agents, part 3 provides 146 
important normative statements. It suggests ways by which Agents may connect to software via “wrappers” including 147 
specifications of the wrapper ontology and the software dynamic registration mechanism. For this purpose, an Agent 148 
Resource Broker (ARB) service is defined which allows advertisement of non-agent services in the agent domain and 149 
management of their use by other agents, such as negotiation of  parameters (e.g. cost and priority), authentication and 150 
permission.  151 

 152 
Part 4 - Personal Travel Assistance 153 

The travel industry involves many components such as content providers, brokers, and personalization services, 154 
typically from many different companies.  In applying agents to this industry, various implementations from various 155 
vendors must interoperate and dynamically discover each other as different services come and go. Agents operating on 156 
behalf of their users can provide assistance in the pre-trip planning phase, as well as during the on-trip execution 157 
phase. A system supporting these services is called a PTA (Personal Travel Agent).  158 

In order to accomplish this assistance, the PTA interacts with the user and with other agents, representing the available 159 
travel services. The agent system is responsible for the configuration and delivery - at the right time, cost, Quality of 160 
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Service, and appropriate security and privacy measures - of trip planning and guidance services. It provides examples 161 
of agent technologies for both the hard requirements of travel such as airline, hotel, and car arrangements as well as 162 
the soft added-value services according to personal profiles, e.g. interests in sports, theatre, or other attractions and 163 
events.   164 

Part 5 - Personal Assistant 165 

One central class of intelligent agents is that of a personal assistant (PA). It is a software agent that acts semi-166 
autonomously for and on behalf of a user, modelling the interests of the user and providing services to the user or other 167 
people and PAs as and when required. These services include managing a user's diary, filtering and sorting e-mail, 168 
managing the user's activities, locating and delivering (multimedia) information, and planning entertainment and travel. It 169 
is like a secretary, it accomplishes routine support tasks to allow the user to concentrate on the real job, it is 170 
unobtrusive but ready when needed, rich in knowledge about user and work. Some of the services may be provided by 171 
other agents (e.g. the PTA) or systems, the Personal Assistant acts as an interface between the user and these 172 
systems. 173 

In the FIPA'97 test application, a Personal Assistant offers the user a unified, intelligent interface to the management of 174 
his personal meeting schedule. The PA is capable of setting up meetings with several participants, possibly involving 175 
travel for some of them. In this way FIPA is opening up a road for adding interoperability and agent capabilities to the 176 
already established 177 

Part 6 - Audio/Video Entertainment & Broadcasting 178 

An effective means of information filtering and retrieval, in particular for digital broadcasting networks, is of great 179 
importance because the selection and/or storage of one’s favourite choice from plenty of programs on offer can be very 180 
impractical. The information should be provided in a customised manner, to better suit the user’s personal preferences 181 
and the human interaction with the system should be as simple and intuitive as possible. Key functionalities such as 182 
profiling, filtering, retrieving, and interfacing can be made more effective and reliable by the use of agent technologies. 183 

Overall, the application provides to the user an intelligent interface with new and improved functionalities for the 184 
negotiation, filtering, and retrieval of audio-visual information. This set of functionalities can be achieved by collaboration 185 
between a user agent and content/service provider agent. 186 

Part 7 - Network management & provisioning 187 

Across the world, numerous service providers emerge that combine service elements from different network providers 188 
in order to provide a single service to the end customer. The ultimate goal of all parties involved is to find the best deals 189 
available in terms of Quality of Service and cost. Intelligent Agent technology is promising in the sense that it will 190 
facilitate automatic negotiation of appropriate deals and configuration of services at different levels. 191 

Part 7 of FIPA 1997 utilizes agent technology to provide dynamic Virtual Private Network (VPN) services where a user 192 
wants to set up a multi-media connection with several other users. 193 

The service is delivered to the end customer using co-operating and negotiating specialized agents. Three types of 194 
agents are used that represent the interests of the different parties involved: 195 

1) The Personal Communications Agent (PCA) that represents the interests of the human users. 196 

2) The Service Provider Agent (SPA) that represents the interests of the Service Provider. 197 

3) The Network Provider Agent (NPA) that represents the interests of the Network Provider. 198 

The service is established by the initiating user who requests the service from its PCA. The PCA negotiates in with 199 
available SPAs to obtain the best deal available. The SPA will in turn negotiate with the NPAs to obtain the optimal 200 
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solution and to configure the service at network level. Both SPA and NPA communicate with underlying service- and 201 
network management systems to configure the underlying networks for the service. 202 
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FIPA Agent Management — Technical Committee 1 203 

1 Scope 204 

This document forms part of the FIPA 1997 standard. It specifies the minimum amount of technology deemed 205 
necessary for the management of  agents in an open agent system.  It provides a normative framework within which 206 
FIPA compliant agents can exist, operate and be managed. It is the intention that this document be consistent with both 207 
mobile and stationary agent requirements. 208 

The document contains specifications of the FIPA:  209 

- agent reference model  210 

- agent platform 211 

- agent management actions 212 

- agent management content language and ontology 213 

The document is primarily concerned with the interoperability between agents  and the agent platform. The internal 214 
design of the agent and agent platform is outside the scope of this specification.  215 

The document provides a series of examples to illustrate the agent management actions defined. 216 

2 Normative reference(s) 217 

Internet Inter-ORB Protocol (IIOP) : Common Object Request Broker Architecture (Version 2) 218 

FIPA – International standard for the inter-operation of software agents – Part 2: Agent Cmmunication Language. 219 

FIPA – International standard for the inter-operation of software agents – Part 3: Agent/Software Integration. 220 

3 Terms and definitions 221 

For the purposes of this specification, the following terms and definitions apply: 222 

Action 223 
A basic construct which represents some activity which an agent may perform. A special class of actions is the 224 
communicative acts. 225 

ARB Agent 226 
An agent which provides the Agent Resource Broker (ARB) service. There must be at least one such an agent in each 227 
Agent Platform in order to allow the sharing of non-agent services. 228 
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Agent 229 
An Agent is the fundamental actor in a domain.  It combines one or more service capabilities into a unified and 230 
integrated execution model which can include access to external software, human users  and communication facilities.  231 

Agent Communication Language (ACL) 232 
A language with precisely defined syntax, semantics and pragmatics that is the basis of communication between 233 
independently designed and developed software agents. ACL is the primary subject of this part of the FIPA 234 
specification. 235 

Agent Communication Channel (ACC) Router 236 
The Agent Communication Channel is an agent which uses information provided by the Agent Management System to 237 
route messages between agents within the platform and to agents resident on other platforms. 238 

Agent Management System (AMS) 239 
The Agent Management System is an agent which manages the creation, deletion, suspension, resumption, 240 
authentication and migration of agents on the agent platform and provides a “white pages” directory service for all 241 
agents resident on an agent platform. It stores the mapping between globally unique agent  names (or GUID) and local 242 
transport addresses used by the platform. 243 

Agent Platform (AP) 244 
An Agent Platform provides an infrastructure in which agents can be deployed. An agent must be registered on a 245 
platform in order to interact with other agents on that platform or indeed other platforms. An AP consists of three 246 
capability sets ACC, AMS and default Directory Facilitator. 247 

Communicative Act (CA) 248 
A special class of actions that correspond to the basic building blocks of dialogue between agents. A communicative act 249 
has a well-defined, declarative meaning independent of the content of any given act. CA's are modelled on speech act 250 
theory. Pragmatically, CA's are performed by an agent sending a message to another agent, using the message format 251 
described in this specification. 252 

Content 253 
That part of a communicative act which represents the domain dependent component of the communication. Note that 254 
"the content of a message" does not refer to "everything within the message, including the delimiters", as it does in 255 
some languages, but rather specifically to the domain specific component. In the ACL semantic model, a content 256 
expression may be composed from propositions, actions or IRE's. 257 

Conversation 258 
An ongoing sequence of communicative acts exchanged between two (or more) agents relating to some ongoing topic 259 
of discourse. A conversation may (perhaps implicitly) accumulate context which is used to determine the meaning of 260 
later messages in the conversation. 261 

Software System 262 
A software entity which is not conformant to the FIPA Agent Management specification. 263 

CORBA:  264 
Common Object Request Broker Architecture, an established standard allowing object-oriented distributed systems to 265 
communicate through the remote invocation of object methods. 266 

Definite Descriptor 267 
To be completed 268 

Directory Facilitator (DF) 269 
The Directory facilitator is an agent which provides a “yellow pages” directory service for the agents. It store 270 
descriptions of the agents and the services they offer. 271 
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Feasibility Precondition (FP) 272 
The conditions (i.e. one or more propositions) which need be true before an agent can (plan to) execute an action. 273 

Identifying Referring Expression (IRE) 274 
To be completed 275 

Illocutionary effect 276 
See speech act theory. 277 

Knowledge Querying and Manipulation Language (KQML) 278 
A de facto (but widely used) specification of a language for inter-agent communication. In practice, several 279 
implementations and variations exist. 280 

Message 281 
An individual unit of communication between two or more agents. A message corresponds to a communicative act, in 282 
the sense that a message encodes the communicative act for reliable transmission between agents. Note that 283 
communicative acts can be recursively composed, so while the outermost act is directly encoded by the message, 284 
taken as a whole a given message may represent multiple individual communicative acts. 285 

Message content 286 
See content. 287 

Message transport service 288 
The message transport service is an abstract service provided by the agent management platform to which the agent is 289 
(currently) attached. The message transport service provides for the reliable and timely delivery of messages to their 290 
destination agents, and also provides a mapping from agent logical names to physical transport addresses. 291 

Ontology 292 
An ontology gives meanings to symbols and expressions within a given domain language. In order for a message from 293 
one agent to be properly understood by another, the agents must ascribe the same meaning to the constants used in 294 
the message. The ontology performs the function of mapping a given constant to some well-understood meaning. For a 295 
given domain, the ontology may be an explicit construct or implicitly encoded with the implementation of the agent. 296 

Ontology sharing problem 297 
The problem of ensuring that two agents who wish to converse do, in fact, share a common ontology for the domain of 298 
discourse. Minimally, agents should be able to discover whether or not they share a mutual understanding of the 299 
domain constants. Some research work is addressing the problem of dynamically updating agents' ontologies as the 300 
need arises. This specification makes no provision for dynamically sharing or updating ontologies. 301 

Perlocutionary Effect 302 
See speech act theory. 303 

Proposition 304 
A statement which can be either true or false. A closed proposition is one which contains no variables, other than those 305 
defined within the scope of a quantifier. 306 

Protocol 307 
A common pattern of conversations used to perform some generally useful task. The protocol is often used to facilitate 308 
a simplification of the computational machinery needed to support a given dialogue task between two agents. 309 
Throughout this document, we reserve protocol to refer to dialogue patterns between agents, and networking protocol 310 
to refer to underlying transport mechanisms such as TCP/IP. 311 
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Rational Effect (RE) 312 
The rational effect of an action is a representation of the effect that an agent can expect to occur as a result of the 313 
action being performed. In particular, the rational effect of a communicative act is the perlocutionary effect an agent can 314 
expect the CA to have on a recipient agent.  315 

Note that the recipient is not bound to ensure that the expected effect comes about; indeed it may be impossible for it to 316 
do so. Thus an agent may use its knowledge of the rational effect in order to plan an action, but it is not entitled to 317 
believe that the rational effect necessarily holds having performed the act. 318 

Speech Act Theory 319 
A theory of communications which is used as the basis for ACL. Speech act theory is derived from the linguistic 320 
analysis of human communication. It is based on the idea that with language the speaker not only makes statements, 321 
but also performs actions. A speech act can be put in a stylised form that begins "I hereby request …" or "I hereby 322 
declare …". In this form the verb is called the performative, since saying it makes it so. Verbs that cannot be put into 323 
this form are not speech acts, for example "I hereby solve this equation" does not actually solve the equation. [Austin 324 
62, Searle 69]. 325 

In speech act theory, communicative acts are decomposed into locutionary, illocutionary and perlocutionary acts. 326 
Locutionary acts refers to the formulation of an utterance, illocutionary refers to a categorisation of the utterance from 327 
the speakers perspective (e.g. question, command, query, etc), and perlocutionary refers to the other intended effects 328 
on the hearer. In the case of the ACL, the perlocutionary effect refers to the updating of the agent's mental attitudes. 329 

Local Agent Platform  330 
The Local Agent Platform is the AP to which an aget is attached and which represents an ultimate destination for 331 
messages directed to that agent. 332 

Software Service 333 
An instantiation of a connection to a software system. 334 

TCP/IP 335 
A networking protocol used to establish connections and transmit data between hosts  336 

Wrapper Agent 337 
An agent which provides the FIPA-WRAPPER service to an agent domain on the Internet. 338 

4 Symbols (and abbreviated terms) 339 

ACC:   Agent Communication Channel 340 

ACL:  Agent Communication Language 341 

AMS:  Agent Management System 342 

AP:  Agent Platform  343 

API:  Application Programming Interface 344 

ARB:   Agent Resource Broker 345 

CA:  Communicative Act 346 

CORBA:  Common Object Request Broker Architecture  347 
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DB:  Database  348 

DCOM:  Distributed COM 349 

DF:  Directory Facilitator 350 

FIPA:  Foundation for Intelligent Physical Agents 351 

FP:   Feasibility Precondition 352 

GUID:  Global Unique Identifier 353 

HAP:  Home Agent Platform 354 

HTTP:  Hypertext Transmission Protocol  355 

IDL:   Interface Definition Language  356 

IIOP:  Internet Inter-ORB Protocol 357 

IRE:   Identifying Referring Expression 358 

OMG:  Object Management Group 359 

ORB:   Object Request Broker   360 

RE:   Rational Effect 361 

RMI:   Remote Method Invocation, an inter-process communication method embodied in Java  362 

SL:  Semantic Language 363 

SMTP:  Simple Mail Transfer Protocol 364 

SQL:   Structured Query Language 365 

Sw:  Software System 366 

TCP / IP: Transmission Control Protocol / Internet Protocol 367 

5 Overview 368 

The agent management specification defines agent registration, agent message passing, agent lifecycles, and an agent 369 
platform (AP). An agent management ontology has been defined to facilitate interoperability between agent platforms 370 
using FIPA ACL.  371 

The entities contained in the agent management specification are logical capability sets and do not imply any physical 372 
configuration.  373 

It should be noted that the concept of an agent platform does not mean that all agents resident on an agent platform 374 
have to be co-located on the same host computer. FIPA envisages a variety of different agent platforms from single 375 
processes containing lightweight agent threads, to fully distributed agent platforms built around proprietary or open 376 
middleware standards. 377 
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In the FIPA vision, the implementation details of individual platforms and agents are the design choices of the individual 378 
agent system developers.  379 

FIPA does not wish to place restrictions on whatever default intra-platform message routing protocol individual agent-380 
developers wish to support. The minimum protocol a FIPA compliant agent platforn will support is the Internet Inter-Orb 381 
Protocol (IIOP) from the Object Management Group (OMG). The use of IIOP does not preclude an AP from augmenting 382 
this inter-platform messaging protocol with other interoperability protocols, however IIOP must be supported for an AP 383 
to be FIPA compliant. 384 

FIPA97 is not concerned with how additional services such as security and transactions are implemented within an AP. 385 
Such issues will be addressed in FIPA98.  386 

6 Reference Model 387 

The agent reference model provides the normative framework within which FIPA Agents exist and operate.  Combined 388 
with the Agent Life-cycle, it establishes the logical and temporal contexts for the creation, operation and retirement of 389 
Agents. 390 

The Directory Facilitator (DF), Agent Management System (AMS) and Agent Communication Channel (ACC) are 391 
specific types of agents which support agent management. The AMS and ACCsupport inter-agent communication. The 392 
ACC supports interoperability both within and across different platforms. The ACC, AMS, and DF form what will be 393 
termed the Agent Platform (AP). These are  mandatory, normative components of the model.  394 

An Agent will also include a user interface in many cases, but this is not mandatory.   395 

Agent Communication Channel

Agent

Directory
Facilitator

Agent
Management

System

Software

Agent Platform

 396 

Figure 1 — Agent management reference model 397 

6.1 Agent 398 

An Agent is the fundamental actor on an agent platform which combines one or more service capabilities into a unified 399 
and integrated execution model which may include access to external software, human users  and communications 400 
facilities.  401 

An Agent also defines a unified security perimeter and is thus treated as a single entity in this respect.  Note that this 402 
does not prohibit differentiated access control to individual Agent services on a secure basis. An Agent must have one 403 
or more owners, (for example, based on organisational affiliation or human user).  An Agent may have various access 404 
control credentials and permissions. Agents may also possess security credentials and security permissions.  405 
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An Agent supports several notions of identity. A Globally Unique Identifier (GUID) also known as agent name over all 406 
FIPA domains which labels the agent so that it may be unambiguously distinguished in the agent universe. An agent 407 
may be registered at a number of addresses at which it can be contacted. 408 

An Agent may have certain resource brokering capabilities for accessing software, (see FIPA Part 3 Agent-Software 409 
Interaction). 410 

6.2 Directory Facilitator (DF) 411 

The DF provides “yellow pages” services to other agents. The DF is a mandatory, normative agent which is the trusted, 412 
benign custodian of an agent directory.   It is trusted in the sense that it must strive to  maintain an accurate, complete 413 
and timely list of agents including their life-cycle state.  It is benign in the sense that it must provide the most current 414 
information about agents in its directory on a non-discriminatory basis to all authorised agents. It must respond to 415 
queries in a best-effort manner.  416 

The DF may restrict access to information in its directory, and will verify all access permissions for agents which 417 
attempt to inform it of Agent state changes. The DF does not control the  internal life-cycle of any Agent.  418 

Agents may register their services with the DF or query the DF to find out what services are offered by which agents. At 419 
least one DF must be resident on each AP (the default DF). However an AP may support any number of DF’s. 420 

DF’s can register with each other. Similarly,  AMS, and ACC can register with a DF.  421 

The membership of a DF directory defines an agent  domain. A domain is a logical space which provides a context 422 
within which Agents may organise and locate  each other. An Agent may have a null service set within a domain. One 423 
AP can support multiple domains, one domain can span multiple AP´s. 424 

6.2.1 Actions Supported by the DF 425 

Action  

deregister 

modify 

register 

search 

 426 

6.2.2 Reserved Constants in Ontology for the DF 427 

Constant  Reserved name 

default-df df@<hostname>:<port>/<target> 

service-type fipa-df 

df-state active, suspended, retired 

 428 
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6.3 Agent Management System (AMS) 429 

An AMS is a mandatory component of the AP. It is an agent which exerts supervisory control over access to and use of 430 
the ACC. Only one AMS will exist in a single AP.   431 

An AMS must register with at least the default DF of an AP. 432 

The AMS is responsible for managing the activities of an AP. These responsibilities include creation of agents, deletion 433 
of agents, deciding whether an agent can dynamically register a the platform (for example, this could be based upon 434 
agent ownership) and overseeing the migration of agents to and from platforms.  Since different platforms have different 435 
capabilities, the AMS can be queried to obtain a profile of its AP. A life-cycle is associated with an agent on the AP. 436 

The AMS maintains an index of all the agents which are currently resident on a platform. The index includes an agents 437 
GUID and their associated transport address for the AP.  438 

6.3.1 Actions Supported by the AMS 439 

actions 

authenticate 

register-agent 

deregister-agent 

modify-agent 

 440 

6.3.2 Reserved Constants in Ontology for the AMS 441 

Constant Reserved name 

default-ams ams@<hostname>:<port>/<target> 

service-type fipa-ams 

ap-state initiated, active, suspended, waiting 

 442 

6.4 Agent Communication Channel (ACC) 443 

All agents have access to at least one ACC.  It provides the path for basic contact and interchange between an agent 444 
and other agents, including the DF, and  AMS.  445 

The ACC routes messages between agents within the platform and to agents resident on other platforms. The ACC is 446 
the default communication method that connects all agents within an AP and between AP’s. Only messages addressed 447 
to an agent can be sent to an ACC. 448 

The message routing service offered by the ACC must be reliable and orderly and will adhere to the requirements 449 
specified in FIPA Part 2.  450 
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Inorder for a FIPA compliant AP to be usable it must support at least IIOP1  . 451 

6.4.1 Actions Supported by the ACC 452 

actions 

forward 

 453 

6.4.2 Reserved Constants in Ontology for the ACC 454 

Constant Reserved name 

default-acc acc@<hostname>:<port>/<target> 

 455 

6.5 Software 456 

Software is defined as all non-agent, executable collections of instructions accessible from a domain through an agent.  457 
Agents may access software to, for example:  458 

1) add new services,  459 

2) acquire new communications protocols,  460 

3) acquire new security protocols/algorithms,  461 

4) acquire new negotiation protocols,  462 

5) access tools which support migration, etc. 463 

An Agent’s access to and use of software may be temporary or permanent. This Reference Model imposes no 464 
execution restrictions on the software.  That is, the Agent may execute the software internally or remotely and at any 465 
time according to its own needs, (see FIPA Part 3 Agent-Software Integration). 466 

467 

                                                      

1  This is the minimum which needs to be specified in order to support the interoperability of agent platforms. However, if an agent 
dynamically registers with a platform, IIOP must be supported inorder to guarantee the exchange of messages between that agent 
and the agents that already reside on the platform. 
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7 The Agent Platform (AP) 467 

7.1 Overview 468 

An AP provides the physical infrastructure in which agents can be deployed. An agent must be registered on an AP in 469 
order to interact with other agents on that AP or indeed other APs. An AP can support more than one domain2. 470 

7.2 Relationship between key entities within AP 471 

Figure 2 shows a fragment of the reference model which illustrates the AP concept. This figure shows two agent 472 
platforms. On AP1 agents A and B are resident as well as the default AP agents (AMS,  DFx).  On the second AP 473 
(AP2), agents C, D and E are resident. Residency of an agent on the platform implies that the agent has been 474 
registered with the AMS.  475 

The ACC provides for the routing of messages between agents on different platforms. Routing messages between AP’s 476 
requires agreement on a default interoperability protocol including  transport protocol, encoding and addressing 477 
scheme. However, if an agent dynamically registers with a platform, then method that is always available for 478 
exchanging messages between that agent and the agents that already reside on the platform is via IIOP and the ACC. 479 

Domain Y Domain Z

EDCBA

DFx DFy DFz

Domain X

AMS

ACC

AP1 AP2

IIOP

AMS

ACC
 480 

Figure 2 — Agent Platform Reference Model Fragment 481 

Returning to figure 2 on the second AP there are two DFs (DFy and DFz). As can be seen from the figure, DFs provide 482 
a logical view of agents which is independent of which particular platform an agent resides upon. Agents D and E have 483 
registered their services with DFz; agents B, C and D have registered their services with DFy; while agents A and B 484 
have registered their services with DFx. Thus in this example, agents B and D are registered with two DF’s. 485 

                                                      

2  The internal design of an Agent Platform is an issue for platform developers and is not a subject of standardisation within FIPA. 
Agent Platforms and the agents which are native to those platforms, either by creation directly within or migration to the platform 
may use any proprietary method of intercommunication. For example, a platform could be implemented in Java and message-
passing could be equivalent to function calls. FIPA is concerned only with how communication is carried out between agents who 
are native to the platform; and agents outside the platform, or agent who dynamically register with a platform. Agents are of course 
free to exchange messages directly by any means they can support. 
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7.3 The Home Agent Platform 486 

The Home Agent Platform (HAP) is the platform on which an agent was created and is responsible for vouching for the 487 
agents identity in it’s dealings with other agents and agent platforms. FIPA requires that every agent has an HAP which 488 
vouches for the agent to the rest of the agent community. To enforce this, FIPA requires that the GUID can be analysed 489 
to obtain the IIOP-URL of the HAP. FIPA requires that the HAP can authenticate the identity of the agent on that 490 
platform. To accomplish this the AMS of the HAP supports the following query: 491 

( (request 492 
   : sender  ams1-agent@iiop://fipa.org:50/acc 493 
   : receiver  ams2-agent@iiop://fipa.org:50/acc 494 
   : content   495 

(action ams2-agent@iiop://fipa.org:50/acc 496 
(authenticate   497 

       (:agent-name ag@iiop://myagent@cmp.de:99/accid) 498 
       (:signature agent-signature) ) ) 499 
    ...) 500 
 501 

The AMS on the agents HAP is  responsible for recording an agents current valid  address. For example this facility 502 
would be used when agents migrate from one platform to another. It is the agents responsibility to ensure that the 503 
address held by its HAP AMS is valid. This message should be transfered in a secure context. An agent will have its 504 
name for its entire lifetime. 505 

7.4 Agent Registration on an AP 506 

There are only three ways in which an agent can come to be registered in the AMS: 507 

1) The agent was created on the platform. 508 

2) The agent migrated to the platform, for those platforms which support agent-mobility.  509 

3) The agent explicitly registered with the platform, assuming the platform both supports dynamic registration and 510 
is willing to register the new agent. Dynamic registration is where an agent which has an HAP wishes to 511 
register on another AP as a local agent. 512 

Agent registration involves registering the following two items of information with an AMS: 513 

1) The globally unique agent identifier (GUID). 514 

2) The local address of the agent.  515 

When an agent is either created or dynamically registers with an agent platform, the agent is registered with the Agent 516 
Management System (AMS) using the register-agent action. In the following example an agent called Peter is 517 
registering dynamically with the FIPA agent platform (located at fipa.org) . The agent Peter was created on the 518 
platform (i.e Peter’s HAP) at agentland.com. and requests that the AMS registers it.  519 

 520 

 521 

 522 

 523 

 524 
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 525 

 526 

For example :527 

(request 528 
  :sender ( :name   peter@iiop://agentland.com:50/acc 529 
                  :address  iiop://agentland.com:50/acc) 530 
  :receiver ( :name ams@iiop://fipa.org:50/acc  531 
                   :address  iiop://fipa.org:50/acc) 532 

 :ontology  fipa-agent-management 533 
 :language  SL0 534 
 :protocol fipa-request)) 535 
 :content 536 

   (action ams@iiop://fipa.org:50/acc537 
    (register-agent 538 

    (:agent-name peter@iiop://agentland.com:50/acc) 539 
    (:address    iiop://agentland.com:50/acc) 540 
    (:secure-encrypted-signature ..…)) 541 
 ….) 542 
 543 
It should be noted that the address which is supplied to the register-agent action is the address the agent would 544 
like messages directed to, in effect a forwarding address. This represents an agents local platform, which is the one to 545 
which it is attached and represents an ultimate destination for messages directed to that agent. In this example, the 546 
agent registers with fipa.org and sets it’s forwarding address to it’s HAP, so any messages which arrive at 547 
fipa.org for Peter will be forwarded to agentland.com3 .  548 

By default, the forward-agent parameter is set to the agent-name. If however, the agent chooses to change this 549 
parameter (using modify-agent action on the AMS), then messages will be re-directed to another agent.  550 

7.5 The communication act 551 

An agent has two options when it wishes to contact an agent on another platform: 552 

1) It can request that the ACC on which it currently resides routes the message to the target agent and ACC.  553 

2) It can contact the ACC of the target platform directly - i.e. cause a message to be sent directly to the target 554 
ACC. The target ACC is then responsible for routing the message to the agent on the target platform. 555 

To contact another agent, the sender agent must be equipped with :  556 

1) the agent name (i.e. GUID) and,  557 

2) a communication address for the agent platform on which the agent resides. Communication addresses are 558 
one of the attributes which an agent provides when registering it’s services with a DF. 559 

                                                      

3   When an agent registers with the AMS, the AMS records it’s local AP which represnts a forwarding address. This leads to the 
natural question of what address does Peter have at it’s HAP agentland.com. FIPA is only concerned with the interoperability 
between agents and agent platforms. The internal design of an agent platform is an platform-developer issue and not the subject of 
standardisation. Since Peter was created on agentland.com the address registered with the AMS will only have local significance 
within the platform, for example, if agentland.com were implemented using Java then the address could be a Java Object 
Reference. Furthermore, it is assumed that platform developers will each specify their own method of enabling agents to contact 
the ACC.  
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7.5.1 Agent Communication Channel and Agent Addressing 560 

FIPA requires that each platform provide an ACC which will route messages on an agent’s behalf where possible. To 561 
support this, FIPA requires that each ACC support at least IIOP (Internet Inter-Orb Operability Protocol) as a default 562 
method of communication. This does not mean that each agent must also support IIOP communication. The address an 563 
agent provides, for example on registration with the AMS, will determine how a message is routed to that agent. If the 564 
address given is the address of a platform (e.g. iiop://agentland.com/acc), then the message will be routed to 565 
that platform and it is then the responsiblity of the ACC of that platform to route the message to the agent (in a platform-566 
specific manner). On the otherhand, if the agent is able to support direct communication then it is free to use a direct 567 
address when registering (e.g. iiop://agentland.com/peter).  568 

All agents have a unique identifier also known as its GUID. An agent name is a concatenation of its HAP 569 
communication address and a unique name within that AP.  570 

  <name>@<hostname> : <port> / <target>4   571 
 572 

1) where name is a unique expression for an agent within the HAP. For example, 573 
FipaAgent@info.bt.co.uk:90/”AccId” 574 

2) where hostname is the IP address of the host on which an ACC is running or a Domain Name Service (DNS) 575 
entry which can be further  resolved to an IP address  576 

3) the port number of that host on which the ACC is listening; and  577 

4) the target is the object key which is used to identify the receiver of the message which the ACC should 578 
dispatch the incoming message to. By default, the object key of IIOP messages exchanged between platforms 579 
will identify the ACC of that platform.  580 

The payload of the IIOP message will contain an ACL (Agent Communication Language) message which will specify, 581 
among other things, the ultimate recipient of the message. Since an ACL message is encoded as a textual string, it can 582 
be  the responsibility of the ACC to check that the incoming syntax of the ACL message is correct before forwarding the 583 
message to the receiver agent.  The IIOP protocol supports message failures and re-direct.  584 

The ACC may have a set of rules (implicitly or explicitly) which determine whether an incoming message should be 585 
routed to a recipient agent of it’s platform. For example: 586 

1) If the Agent is not registered in the AMS, it then rejects the message. 587 

2) If the Agent has expressly requested that access be restricted and the sender does not meet the criteria, it 588 
then rejects the message.  589 

3) If the Agent has requested that access be authenticated, then the ACC must authenticate the sender’s ACC 590 
and the sender itself.  It should be noted that since agents can migrate or dynamically register with AP, that the 591 
Agent may need to authenticate the sender itself. 592 

Such behaviour is not mandated by FIPA. 593 

Since each agent may register with a number of Agent Platforms, it may be associated with a number of addresses. A 594 
FIPA agent address consists of a URL, for example mailto:agent_server@fipa.org or595 
iiop://agent.fipa.org:1755/acc, it simply defines a means of identifying where to send a message and under 596 
which protocol to send it. It is the responsibility of the receiver to handle the delivery of the message to the agent named 597 

                                                      

4  The target address is optional depending on the internal architecture of the agent platform, for example, direct IIOP may be used. 
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as the receiver of the message. A FIPA message contains sender and receiver parameters. For completeness these 598 
can contain both the GUID and the AP address the messages are to be directed to: 599 

 ( :name  <agent name> :address <agent address> ) 600 
 601 

If only the GUID is provided this will be directed to the HAP identified by that name. 602 

7.5.2 Message Routing 603 

Routing a message to an agent involves requesting that the ACC performs the forward action. In the following example, 604 
agent John is requesting that the ACC at agentland.com forwards a communicative act (message) to agent Peter 605 
(informing Peter of the weather forecast).  606 

For example  607 

(request 608 
 :sender  (:name     john@iiop://somewhere.com:50/acc 609 
                  :address  iiop://somewhere.com:50/acc) 610 
 :receiver  (:name     acc@iiop://agentland.com:50/acc  611 
                  :address  iiop://agentland.com:50/acc) 612 
 :ontology  fipa-agent-management 613 
 :language  SL0 614 
 :protocol  fipa-request 615 
 :content 616 
    (action acc@iiop://agentland.com:50/acc 617 

  (forward 618 
       (inform 619 

     :sender ( :name    john@iiop://somewhere.com:50/acc 620 
                :address iiop://somewhere.com:50/acc) 621 

    :receiver (:name peter@iiop://agentland.com:50/acc  622 
                    :address iiop://agentland.com:50/acc) 623 
           :ontology   weather-ontology 624 
           :language   a-content-language 625 
           :content   (weather-forecast ‘rain) 626 
                … )))) 627 
 628 

When a message arrives at the AP, the ACC extracts the GUID and agent address from the receiver parameters of the 629 
message. There are two possibilities, it is either an in-coming message or an outgoing message. 630 

7.5.2.1 Incoming messages  631 

In all incoming messages the agent address identifies the AP on which the ACC operates. The ACC will check to see if 632 
the agent identified by the GUID is registered on the platform (with the AMS) and will attempt to forward the message to 633 
the address provided by the AMS. If the translated address is a local platform address then the platform will handle this 634 
in an implementation-dependent manner. The ACC will send an inform message to the originating ACC (as specified 635 
in the request protocol) containing the content string Done(<forward action>).  636 

If the address is for another platform, then the ACC will substitute the new address in the receiver parameter of the 637 
message. The ACC will attempt to forward the message and it is now treated as an outgoing message.  638 

If the agent is not registered on the platform then the ACC will return a refuse5 message containing predicate (not-639 
registered :name <agent name> :address <agent-address>)). In the following example, the AP at 640 
                                                      

5 The abstract notation for the refuse communicative act is <a, refuse(b, the_action, the_reason)> which reads “agent b informs 
agent a that it refuses to perform the action the_action for reason the_reason. 
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agentland.com refuses to forward the message because the recipient (identified by the receiver parameter of the 641 
message) is not registered at agentland.com.  642 

 643 

 644 

 645 

For example 646 

  (refuse 647 
  :sender  (:name     acc@iiop://agentland.com:50/acc 648 
                   :address  iiop://agentland.com:50/acc) 649 
  :receiver  (:name   an_agent@iiop://fipa.org:50/acc  650 
                    :address iiop://fipa.org:50/acc) 651 
  :ontology  fipa-agent-management 652 

:language  SL0 653 
 :context  fipa-request 654 

  :content 655 
     (refuse unavailable 656 
   (action acc@iiop://agentland.com:50/acc 657 

(forward 658 
          (inform 659 

       :sender (:name john@iiop://somewhere.com:50/acc 660 
                     :address iiop://somewhere.com:50/acc) 661 

       :receiver (:name peter@iiop://agentland.com:50/acc  662 
                                :address iiop://agentland.com:50/acc) 663 
              :ontology   weather-ontology 664 
              :language   a-content-language 665 
              :content   (weather-forecast ‘rain) 666 
                … ))))… ) 667 
 668 
7.5.2.2 Outgoing Messages  669 

In the outgoing message  the <agent address> identifies another AP. The ACC will attempt to forward the message to 670 
this platform. If the address of the platform is not a valid address then the platform refuses to forward the message and 671 
the reason given is not-valid-address. 672 

If the address of the other platform is valid, then the platform will execute the communicative act  <platform,673 
request(other_platform, forward(…))>  (this communicative action is the same type as shown in the example 674 
above). The other_platform will respond to this communicative act according to the fipa-request-protocol 675 
(typically an agree or refuse). If it is the latter, then a reason for refusing is also returned, for example, not-676 
registered. 677 

When the other platform attempts to actually forward the message, the agent can be unavailable (simply not 678 
answering), in which case the other platform will send a failure communicative act containing the reason 679 
unavailable. 680 

Otherwise the other_platform informs the originating platform that the action has been performed 681 

 <other_platform, inform(platform,  682 
         Done(forward(:communicative-act <message>)))> 683 
 684 
If agent Peter requested that ACC forward a message to agent jane@iiop://agentland.com/acc, but gave 685 
the address of Jane as phone://01/6046001. What happens if the ACC does not support phone communication? In 686 
such a case, the forward request is refused with the reason given as no-communication-means.Peter is free to 687 
analyse Jane’s address to obtain her HAP and can re-send the message this way.  688 
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7.5.2.3 Forwarding Messages to Another Agent 689 

Agents may be physically disconnected from one AP rendering them uncontactable until they are re-connected to an 690 
AP.  Mobile agents are likely to be uncontactable for short periods of time as they migrate between APs.  Similarly, 691 
agents may be disconnected from an AP for prolonged periods of time if they are resident on devices such, as laptop 692 
computers or mobile phones. In such situations, an agent can request that the AMS forward all messages to another 693 
delegated agent6  . 694 

The delegated authority may have simple functionality such as the ability to buffer messages for later retrieval or more 695 
complex ability to act on behalf of the instructing agent. 696 

It is envisaged that this action would be used by an agent prior to it physically being unplugged from an AP or in 697 
preparation for its migration to another AP.  It is the responsibility of the agent to cancel the forward request once it has 698 
re-established itself on an AP. 699 

The ability to delegate authority to another agent is restricted to the instructing agent only.  In situations where an 700 
attempt is made by a third party agent to delegate responsibility of one agent to another the request action will be 701 
refused by the AMS. 702 

The AMS supports the setting-up of an alternate recipient for an agent’s messages. Thus Peter could set the AMS / 703 
ACC to re-direct any messages sent to Peter to Jane. To do this requires modifying the :delegate-agent  attribute 704 
of the agent entry in the AMS: 705 

For example 706 

(request707 
 :sender  (:name peter@iiop://agentland.com:50/acc 708 

                   :address iiop://agentland.com:50/acc) 709 
  :receiver  (:name ams@iiop://fipa.org:50/acc  710 
                    :address iiop://fipa.org:50/acc) 711 

 :ontology  fipa-agent-management 712 
 :language  SL0 713 
 :protocol fipa-request 714 
 :content 715 

  (modify-agent 716 
    (:agent-name peter@iiop://agentland.com:50/acc) 717 
    (:delegate-agent jane@iiop://agentland.com:50/acc 718 

                 … )))) 719 
 720 
7.6 The Agent Platform Life-Cycle 721 

The FIPA agents exist physically in an AP and utilises the facilities offered by the AP for realising agent functionalities. 722 
In this context, an agent, as a physical software process, has a physical life-cycle that has to be managed by the AP. 723 
For each agent, this physical life-cycle and the associated states can be different from the external logical life-cycle and 724 
states in the domain, which are managed by the DF. It should be noted that the implementation of a FIPA conformant 725 
agent platform can choose to support part of the states and transitions specified below. 726 

The AP life-cycle of an FIPA agent is : 727 

1) AP bounded : An agent is physically managed within an AP. The life-cycle of an agent is therefore always 728 
bounded to a specific AP 729 

                                                      

6  It is possible for the :envelope parameter in ACL to be used to identify the originating agent of a forwarded message. 
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2) Application independent : The life-cycle model is independent from any application systems. It defines only the 730 
states and the transition of the agent service in its life cycle. This is because FIPA shall provide a baseline for 731 
various application oriented models.  732 

3) Instance oriented : The agent described in the life-cycle model is assumed an instance (an agent which has 733 
unique name and is executed independently). This is because an instance is an essential actor in the system. 734 
The instance is an independent executable entity in the system. 735 

4) Uniqueness :Different from the domain life-cycle, where an agent can have different states in different domains 736 
at the same time,  each agent has only one AP life-cycle state at any time and within only one AP. 737 

The agent AP life-cycle is represented by states (circles) and transitions as showed in the figure below. 738 

Active

WaitingSuspended

Unknown
Initiated

start

movecreate

delete

suspend
activate wait

wake

 739 

Figure 3 — AP Life-Cycle 740 

7.6.1 State Description 741 

Initiated The agent is created or just arrived at a new AP. The AP can further initiate its 
parameters/environment before starting/restarting the agent. 

Active  The agent is operating on the AP. 

Suspended The agent execution has been suspended, either by the AP/AMS, or requested by the 
agent itself. If messages are directed to an agent in this state, the AMS will issue a 
delivery failure report to the sending agent. 

Waiting The agent is waiting (blocked) for a certain event, e.g. the arrival of new ACL messages 
or other AP management events. If messages are directed to an an agent that is in the 
Waiting state, messages will be delivered but the agent might not be able to respond 
immediately. 

 742 

7.6.2 Transition Description 743 

Create The creation (installation) of a new agent. 

Start Starting/Restarting the operation of the agent 

Suspend Suspending the operation of an agent, either by the AP or requested by the agent itself 
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Activate Activating a suspended agent 

Wait To put the agent in a waiting state for certain events. Different from the suspend action, 
wait can not be initiated by the AP. 

Wake To wake the agent from the waiting state. This can only be initiated by the AP. 

Delete Stop the agent and delete it from the AP. 

8 Agent Domain 744 

8.1 Overview 745 

An agent domain is a logical grouping of agents/services defined by membership of a directory maintained by the  DF.  746 
Each  domain has one and only one DF, which provides a unified, complete and coherent description of the domain.  747 
The directory lists all Agents in the DF domain and is used to advertise agent existence, services, capabilities, 748 
protocols, etc.   An agent may be present in one or more domains.  As part of its normative life-cycle, an agent must 749 
register with a DF in order to be present in a domain. Domains may have (for example) organisational, geo-political, 750 
contractual, ontological, affiliation or physical significance.   751 

The entire Agent Universe is represented as the set of all domains. 752 

Domain Y

C

BA

DFx

DFy

Domain X

= agent
= domain

 753 

Figure 4 — Agent Domains 754 

Agent domains can be structured where a DF registers with other DFs. Agents can query  information on agents in 755 
other domains through its DF escalating the query to a level at which it can be resolved. The querying agent can 756 
interact either directly with DFs (i.e. interacting with each DF for each domain searched), or indirectly (i.e. interacting 757 
only with one DF which interacts with others in order to resolve the query). In the latter case the response to the query 758 
is passed through the hierarchy to the agent which originated the query. FIPA does not require the complete 759 
interconnection of all DF’s. 760 

The agent domain life-cycle model forms a  baseline framework for agent management. The model defines the external  761 
state of an agent in a particular domain as viewed by the DF and does not necessarily model the internal states of an 762 
agent. 763 

The domain life-cycle is : 764 
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1) Domain centric : An agent is recognised and managed in the domains to which the agent is registered. The 765 
life-cycle model focuses on activities of an agent within one domain. An agent may hold different states in 766 
different domains.  767 

2) Application independent : The life-cycle model is independent from any application systems. It defines only the 768 
states and the transition of the agent in its life cycle.  769 

3) Instance oriented : The agent described in the life-cycle model is assumed an instance (an agent which has 770 
unique name and is executed independently). This is because an instance is an essential actor in the system. 771 
The instance is an independent executable entity in the system. 772 

8.2 Registering with the Directory Facilitator 773 

When an agent wishes to advertise its services to other agents, it uses the register action (for the purposes of example 774 
we assume that agent  Peter has obtained the name of the default DF for its agent  platform - which is called 775 
df@iiop://fipa.org/acc):  776 

For example 777 

(request 778 
  :sender  (:name peter@iiop://agentland.com:50/acc 779 

 :address iiop://agentland.com:50/acc) 780 
  :receiver  (:name df@iiop://fipa.org:50/acc  781 
               :address iiop://fipa.org:50/acc) 782 
  :ontology  fipa-agent-management 783 
  :language  SL0 784 

 :protocol fipa-request 785 
  :content 786 

(action df@iiop://fipa.org:50/acc787 
(register  788 

                  (:agent-name peter@iiop://agentland.com:50/acc789 
:agent-services790 

(:service-type video-on-demand791 
:service-ontology itut-vod792 
:service-description ”......”793 
:service-conditions ”......” )794 

:interaction-protocols (fipa-request)795 
:ontology fipa-agent-management796 
:address iiop://fipa.org/acc797 
:ownership peter798 
:state active)))799 

 ….) 800 
 801 
In the exampe, agent  Peter advertises a weather-forecast service with the DF at fipa.org. Note that now Peter has 802 
two communication addresses which agents can choose from: his new address at fipa.org and the address of his 803 
HAP at agentland.com. If a some future period, an agent searches the DF for a weather-service and finds Peter’s 804 
entry, it is free to use whichever address it is most happy with. If it uses the agentland.com address, the ACC of that 805 
platform will handle routing of messages to Peter (in a platform-specific manner). If on the other hand, the agent 806 
decides to use the fipa.org address, then the ACC will check the AMS for a forwarding address. Therefore in the 807 
example above this is agentland.com, so the ACC at fipa.org will route the message to the ACC at 808 
agentland.com..  809 

8.3 The domain life-cycle 810 

The agent life-cycle model is represented by states (circles) and transitions (arrows) as shown in the figure below. 811 
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invoke suspend
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deregister

register
Unknown

Active

Suspended Retired

 812 

Figure 5 — Agent domain life-cycle model 813 

8.3.1 State Descriptions 814 

Suspended The agent has been registered to the directory but is off-line and ready to invoke. 

Active The agent is invoked and available. 

Whilst in this state the agent may hold  whatever internal states deemed necessary by 
the agent developer. 

Retired The agent is de-registered or marked “retired” and no longer available in the domain. 
The agent in this state may contain its execution history which may be used by the AMS.  

 815 
8.3.2 Transition Descriptions  816 

Register An agent provides a DF with its name, a description of its attributes. 

Invoke An agent informs the DF of it becoming available for agents to access. 

Suspend An agent informs the DF of it being temporarily unavailable. 

Retire An agent informs the DF of it being permanently unavailable. 

Deregister An agent requests that the DF delete its entry from the DF’s   directory.  

9 FIPA Agent Management Ontology 817 

This section defines the agent management ontology. 818 

9.1 Agent Management Grammar 819 

This agent management grammar is the definition of terms for Agent Management using SL0, (see Annex 2, FIPA97 820 
Part 2).  821 

Agent Management Actions  822 

SL0FunctionalTerm =  “(“ “register” FIPA-DF-description+ “)” 823 
   |“(“ “deregister” FIPA-DF-description+“)” 824 

    |“(“ “modify” FIPA-DF-description+“)” 825 
    |“(“ “search” FIPA-DF-description+ Constraint+“)” 826 
    |“(“ “register-agent” FIPA-AMS-description+“)” 827 
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    |“(“ “deregister-agent” FIPA-AMS-description+“)” 828 
    |“(“ “authenticate” FIPA-AMS-description+“)” 829 
    |“(“ “modify-agent” FIPA-AMS-description+“)” 830 
    |“(“ “forward” ACL-communication-act “)” 831 
 832 

Agent Management Object Descriptions 833 

ManOb-description = FIPA-DF-description 834 
    |  FIPA-AMS-description 835 
    | FIPA-AP-description 836 
    |  FIPA-Service-Desc 837 
 838 
FIPA-DF-description = “(“ “:agent-name” AgentName“)” 839 

  |“(“ “:agent-address” CommAddress“)” 840 
    |“(“ “:agent-services” “(” FIPA-SerDesc + “)”“)” 841 
    |“(“ “:agent-type” Word“)” 842 
    |“(“ “:interaction-protocols” “(” Word + “)”“)” 843 
    |“(“ “:ontology” SLTerm“)” 844 
    |“(“ “:ownership” SLTerm“)” 845 
    |“(“ “:df-state” DfLifecycleState“)” 846 
 847 
FIPA-AMS-description = “(“ “:agent-name” AgentName“)” 848 
    |“(“ “:address” CommAddress“)” 849 
    |“(“ “:signature” Word“)” 850 
    |“(“ “:ap-state” APState“)” 851 
    |“(“ “:delegate-agent-name” AgentName“)” 852 
    |“(“ “:forward-address” CommAddress “)” 853 
 854 
FIPA-AP-description = “(“ “:platform-name” Word“)” 855 
    |“(“ “:iiop-url” URL“)” 856 
    |“(“ “:dynamic-registration” Boolean“)” 857 
    |“(“ “:mobility” Boolean“)” 858 
    |“(“ “:ownership” Word“)” 859 
    |“(“ “:certification-authority” Word“)” 860 
    |“(“ “:default-df” AgentName “)” 861 
 862 
FIPA-Service-Desc =  “(“ “:service-type” ServiceTypes “)” 863 
    |“(“ “:service-ontology” SLTerm “)” 864 
    |“(“ “:service-description” SLTerm“)” 865 
    |“(“ “:service-conditions” SLTerm “)” 866 
 867 
DfLifecycleState = “active” 868 
    |“suspended” 869 
    |“retired”. 870 
 871 
APState =   “initiated” 872 
    |“active” 873 
    |“suspended” 874 
    |“waiting” 875 
 876 
ServiceTypes =  “fipa-df” 877 
    |“fipa-ams” 878 
    |“fipa-acc” 879 
    |“fipa-agent” 880 
    | Word 881 
 882 
Agent Management Exception Propositions  883 

SL0FunctionalTerm = “(“ “no-communication-means” ManOb-description“) 884 
|“(“ “acc-unavailable” ManOb-description“)” 885 
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|“(“ “agent-not-registered” ManOb-description“)” 886 
|“(“ “unrecognised-attribute-value” 887 

 ManOb-description“)” 888 
    |“(“ “unrecognised-attribute” ManOb-description“)” 889 
    |“(“ “unauthorised” “)” 890 
    |”(“ “failed-management-action” “)” 891 
    |“(“ “unwilling-to-perform” “)” 892 
    |“(“ “df-overloaded” “)” 893 
    |“(“ “ams-overloaded” “)” 894 
    |“(“ “acc-overloaded” “)” 895 
    |“(“ “unable-deregister” “)” 896 
    |“(“ “inconsistency” “)” 897 
 898 
Constraint =  “(“ “:df-depth” ConstraintFn Integer“)” 899 
    |“(“ “:recs-req” ConstraintFn Integer“)” 900 
 901 
ConstraintFn =  “Max” 902 
    |“Min” 903 
    |“Exactly”. 904 
 905 
AgentName =   Word “@” CommAddress. 906 
 907 
CommAddress =  Word“://”(IPAddress|DNSName) “:” Integer “/” ACCObj. 908 
 909 
IPAddress =   Integer “.”Integer “.”Integer “.”Integer 910 
 911 
DNSName =   Word 912 
 913 
ACCObj =   Word 914 
 915 
 916 
Rules for Well Formed Agent Management Messages 917 

The following tables illustrate the mandatory attributes to ensure correct formation for each of the actions defined in this 918 
specification.  This section aims to clarify the EBNF grammar defined above.  Each table describes the use of a single 919 
object.  Attributes which are listed as optional can be used to form syntactically correct management actions, however 920 
the attribute may have no semantics for that action.  The syntax for the actions is given above. 921 

FIPA-DF-description922 

Attribute Action

register deregiser modify search

:agent-name M M M O

:agent-services O O O O

:agent-type M O O O

:protocols O O O O

:ontology O O O O

:address M O O O

:ownership M O O O



© FIPA FIPA 1997 Part 1: Version 2.4 

 

23 

:df-state M O O O

923 
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 923 

FIPA-AMS-description924 

Attribute Action

authenticate register-
agent

deregister-
agent

modify-
agent

:agent-name M M M M

:address O M O O

:signature M O O O

:ap-state O M O O

:delegate-
agent-name

O O O O

:forward-
address 

O O O O

 925 

The management actions query-agent and search do not enforce mandatory attributes, however a well formed 926 
message must include at least one attribute. 927 

All of the attributes of the FIPA-Service-Desc object are mandatory. 928 

All management actions using the FIPA-Request protocol will, if successful, yield a inform Done message from the 929 
agent which performed the action.  The search action is the exception to this rule as it will yield a inform Result when 930 
successful. 931 

The semantics of the Operators used as a Constraint for the search action is defined as: 932 

Operator Description 

Max Respond with no more than the defined number of 
objects. 

Min Respond with at least the defined number of objects. 

Exactly Respond with the defined number of objects exactly. 

 933 

9.2 Agent Platform Actions 934 

This section describes each agent platform action. It defines what is considered well-formed management action. It also 935 
identifies exceptions that can be raised with each management action. 936 

937 
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9.2.1 register 937 

Supported by DF 

Description An agent registers its services  in order to publicise some or all of them to other agents. 
There is no intended future commitment or obligation, on the part of the registering agent 
implied in the act of registering. For example, an agent can refuse a request for a service 
which is advertised through a DF. There is a commitment on behalf of the DF to honestly 
broker information it holds.  

When an agent applies for registration in a domain an agent description must be supplied 
containing values for all of the mandatory attributes of the agent description. It may also 
supply  optional and private  fields, containing non-FIPA standardised information an agent 
developer might want included in the directory. 

Content  
  

fipa-man-df-agent-description 

FIPA Protocol  fipa-request  

Example (request
: sender an-agent@iiop://fipa.org:50/acc
: receiver a-df@iiop://fipa.org:50/acc
: content

(action a-df@iiop://fipa.org:50/acc
(register

(:agent-name an-agent@iiop://fipa.org:50/acc)
(:agent-services

(:service-type video-on-demand)
(:service-ontology itut-vod)
(:service-description ”......”)
(:service-conditions ”......” ))

(:interaction-protocols (fipa-request))
(:ontology fipa-agent-management)
(:address iiop://fipa.org/acc)
(:ownership fipa.org)
(:state active)))

: language SLl0
: protocol fipa-request
: ontology fipa-agent-management) 

Refuse Reasons unrecognised-attribute-value This error occurs when an invalid syntax was 
detected in one of the attribute values. 

 unrecognised-attribute This error occurs when one of the attribute id 
in the message does not belong to the DF 
object. 

 unauthorised This occurs if the requesting agent is not 
sufficiently authorised. 

 unwilling-to-perform This error occurs if the DF is refusing to 
perform the action. 

Failure Reasons agent-already-registered This failure occurs if the agent to be 
registered is already in the DF. 
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 df-overloaded This occurs because the DF fails to finish the 
operation because of processing resource 
overload. 

 938 
9.2.2 search 939 

Supported by DF 

Description A search action involves a request for information from a DF. The DF does not guarantee the  
validity of the information provided. A search is satisfied with the DF identifying agent 
entry(ies) in the directory that satisfy the content of the query.  This could entail the 
escalation of the search to other DF’s if the query cannot be resolved locally.  

A search can be defined to constrain the action of the DF. A search can return more than 
one agent description that satisfies the search criteria.  

Content  
  

fipa-man-df-agent-description  

FIPA Protocol  fipa-request  (see FIPA97 Part 2) 

Example (request
: sender an-agent@iiop://fipa.org:50/acc
: receiver a-df@iiop://fipa.org:50/acc
: content

(action a-df@iiop://fipa.org:50/acc
(search

(:agent-address iiop://fipa.org:50/acc)
(:state active)
(:df-depth Exactly 1)))

: language SL0
: reply-with id
: protocol fipa-request
: ontology fipa-agent-management) 

 
Reply  The above query requests all agent names where the agent is registered as active and 

owned by bz-ind. 
The reply would be a result,  for example: 
 
(inform

: sender a-df@iiop://fipa.org:50/acc
: receiver an-agent@iiop://fipa.org:50/acc
: content

(result
((:agent-name agent1@iiop://fipa.org:50/acc)
(:agent-name agent2@iiop://fipa.org:50/acc))

: language SL0
: in-reply-to id
: protocol fipa-request
: ontology fipa-agent-management)

 
Refuse Reasons unrecognised-attribute-value This error occurs when an invalid syntax was 

detected in one of the attribute values. 

 unrecognised-attribute This error occurs when one of the attribute id in 
the message does not belong to the DF object. 
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 Unauthorised This occurs if the requesting agent is not 
sufficiently authorised. 

 unwilling-to-perform This error occurs if the DF is too busy or 
overloaded with other operations. 

Failure Reasons df-overloaded This occurs because the DF fails to finish the 
search operation because of processing resource 
overload. 

9.2.3 modify 940 

Supported by DF 

Description Involves the changing of an agent’s details in a particular DF directory. The intention is that 
the DF will replace previous information stored on the directory with that provided as the 
content of the modify action. 

Content  
  

fipa-man-df-agent-description 

FIPA Protocol  fipa-request  (see FIPA97 Part 2) 

Example (request
: sender an-agent@iiop://fipa.org:50/acc
: receiver a-df@iiop://fipa.org:50/acc
: content

(action a-df@iiop://fipa.org:50/acc
(modify

(:agent-name an-agent@iiop://fipa.org:50/acc)
(:state suspended)))

: language SL0
: protocol fipa-request
: ontology fipa-agent-management)

 
Refuse Reasons unrecognised-attribute-

value
This error occurs when an invalid syntax was detected 
in one of the attribute values. 

 unrecognised-attribute This error occurs when one of the attribute id in the 
message does not belong to the DF object. 

 unauthorised This occurs if the requesting agent is not sufficiently 
authorised. 

 unwilling-to-perform This error occurs if the DF is too busy or overloaded 
with other operations. 

Failure Reasons df-overloaded This occurs because the DF fails to finish the 
modification operation because of processing 
resource overload. 

 inconsistency DF rejected the modification because e.g. that it failed 
to keep the consistency of his knowledge. 

 941 
942 
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9.2.4 deregister 942 

Supported by DF 

Description An agent de-registers in order to remove any record of its attribute(s) from a domain. The de-
register action has the consequence that there is no-longer a committment on behalf of the 
DF to broker information relating to that agent. 

Content  
  

fipa-man-df-agent-description 

FIPA Protocol  fipa-request  (see FIPA97 Part 2) 

Example (request
: sender an-agent@iiop://fipa.org:50/acc
: receiver a-df@iiop://fipa.org:50/acc
: content

(action a-df@iiop://fipa.org:50/acc
(deregister
(:agent-name an-agent@iiop://fipa.org:50/acc)))

: language SL0
: ontology fipa-agent-management
: protocol fipa-request)

 
Refuse Reasons unrecognised-attribute-

value
This error occurs when an invalid syntax was detected 
in one of the attribute values. 

 unauthorised This occurs if the requesting agent is not sufficiently 
authorised. 

 unwilling-to-perform This error occurs if the DF is too busy or overloaded 
with other operations. 

 unable-to-deregister The agent can not be deregistered because it has still 
pending contracts, or because the agent is not found 
in the DF. 

Failure Reasons df-overloaded This occurs because the DF fails to finish the  
operation because of processing resource overload. 

 943 
944 
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9.2.5 register-agent 944 

Supported by AMS 

Description The register-agent action involves the registration of an agent’s attributes including its GUID 
and associated communication address(es) with an AMS. 

Content  fipa-man-ams-agent-description 

FIPA Protocol  fipa-request  (see FIPA97 Part 2) 

Example (request
: sender myagent@iiop://fipa.org:50/acc
: receiver an-ams@iiop://fipa.org:50/acc
: content
(action an-ams@iiop://fipa.org:50/acc

(register-agent
(:agent-name myagent@iiop://cmp.de:99/acc2-id)
(:address myagent@iiop://inf.co.uk:90/acc-id)
(:signature agent-sig)))

: language SL0
: ontology fipa-agent-management
: protocol fipa-request)

 
Refuse Reasons unrecognised-attribute-value This error occurs when an invalid syntax was 

detected in one of the attribute values. 

 Unrecognised-attribute This error occurs when one of the attribute id 
in the message does not belong to the AMS 
object. 

 Unauthorised This occurs if the requesting agent is not 
sufficiently authorised. 

 unwilling-to-perform This error occurs if the AMS is too busy or 
overloaded with other operations. 

Failure Reasons ams-overloaded This occurs because the AMS fails to finish 
the modification operation because of 
processing resource overload. 

 agent-already-registered This failure occurs if the agent to be 
registered is already in the AMS. 

 945 
946 
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9.2.6 deregister-agent 946 

Supported by AMS 

Description An agent de-registers in order to remove any record of its attribute(s) from an AMS. The 
AMS can be requested to deregister on behalf  of another agent during agent migration.  

Content  fipa-man-ams-agent-description 

FIPA Protocol  fipa-request  (see FIPA97 Part 2) 

Example (request
: sender an-agent@iiop://fipa.org:50/acc
: receiver ams-agent@iiop://fipa.org:50/acc
: content

(action ams-agent@iiop://fipa.org:50/acc
(deregister-agent

(:agent-name an-agent@iiop://fipa.org:50/acc)))
: language SL0
: ontology fipa-agent-management
: protocol fipa-request)

 
Refuse Reasons unrecognised-attribute-value This error occurs when an invalid syntax was 

detected in one of the attribute values. 

 Unauthorised This occurs if the requesting agent is not 
sufficiently authorised. 

 unwilling-to-perform This error occurs if the DF is too busy or 
overloaded with other operations. 

 unable-to-deregister The agent can not be deregistered because it 
has still pending contracts, or because the agent 
is not found in the AMS. 

Failure Reasons ams-overloaded This occurs because the AMS fails to finish the  
operation because of processing resource 
overload. 

 947 
948 
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9.2.7 modify-agent 948 

Supported by AMS 

Description The modify-agent action Involves the changing of an agent’s details in a particular AMS 
directory.  

Content  fipa-man-ams-agent-description 

FIPA Protocol  fipa-request  (see FIPA97 Part 2) 

Example (request
: sender an-agent@iiop://fipa.org:50/acc
: receiver ams-agent1@iiop://fipa.org:50/acc
: content

(action ams-agent1@iiop://fipa.org:50/acc
(modify-agent

(:agent-name an-agent@iiop://fipa.org:50/acc)
(:delegate-agent-name

ams-agent2@iiop://fipa.org:50/acc))))
: language SL0
: ontology fipa-agent-management
: protocol fipa-request)

 
Refuse Reasons unrecognised-attribute-

value
This error occurs when an invalid syntax was detected 
in one of the attribute values. 

 unrecognised-attribute This error occurs when one of the attribute id in the 
message does not belong to the AMS object. 

 unauthorised This occurs if the requesting agent is not sufficiently 
authorised. 

 unwilling-to-perform This error occurs if the AMS is too busy or overloaded 
with other operations. 

Failure Reasons ams-overloaded This occurs because the AMS fails to finish the 
modification operation because of processing 
resource overload. 

 inconsistency AMS rejected the modification because e.g. that it 
failed to keep the consistency of his knowledge. 

  949 
950 
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9.2.8 authenticate 950 

Supported by AMS 

Description  An agent can request that the AMS  verifies an agent’s  identity. 

Content  fipa-man-ams-agent-description 

FIPA Protocol  fipa-request  (see FIPA97 Part 2) 

Example (request
: sender an-agent@iiop://fipa.org:50/acc
: receiver ams-agent@iiop://fipa.org:50/acc
: content

(action ams-agent@iiop://fipa.org:50/acc
(authenticate

(:agent-name
an-agent-name@iiop://fipa.org:50/acc)

(:agent-encrypted-signature a-sig)))
: language SL0
: ontology fipa-agent-management
: protocol fipa-request)

 
Refuse Reasons unrecognised-attribute-

value
This error occurs when an invalid syntax was detected 
in the agent name or signature. 

 unrecognised-attribute This error occurs when other attribute ids appear in 
the message. 

 unauthorised This occurs if the requesting agent is not sufficiently 
authorised. 

 unwilling-to-perform This error occurs if the AMS is too busy or overloaded 
with other operations. 

Failure Reasons ams-overloaded AMS failed to authenticate the agent due to internal 
resource problems. 

 951 
952 
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9.2.9 forward 952 

 953 
Supported by ACC

Description An agent can ask an ACC to forward a message to a destination agent

Content  ACLCommunicativeAct (see FIPA97 Part 2)

FIPA Protocol  fipa-request  (see FIPA97 Part 2)

Example (request
: sender an-agent@iiop://fipa.org:50/acc
: receiver an-acc@iiop://fipa.org:50/acc
: content

(action an-acc@iiop://fipa.org:50/acc
(forward

(request
: sender an-agent@iiop://fipa.org:50/acc
: receiver a-df@iiop://agentland.org:50/acc
: content

(action a-df@iiop://fipa.org:50/acc
(modify

(:agent-name
an-agent@iiop://fipa.org:50/acc)

(:state suspended)))
: language SL0
: protocol fipa-request
: ontology fipa-agent-management)))

: ontology fipa-agent-management
: language SL0
: protocol fipa-request)

 
Refuse Reasons unrecognised-attribute-

value
This error occurs when an invalid syntax was 
detected in the agent name or signature. 

 unrecognised-attribute This error occurs when attribute ids appear in the 
message are invalid. 

 Unauthorised This occurs if the requesting agent is not sufficiently 
authorised. 

 unwilling-to-perform This error occurs if the ACC is too busy or overloaded 
with other operations. 

 agent-not-registered This error occurs if the destination agent is not 
registered in that AP. 

 no-communications-means This error occurs if there is no shared communication 
protocol to reach the destination agent. 

Failure Reasons acc-unavailable ACC failed to complete the action due to internal 
resource problems. 

 954 
 955 

956 
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9.3 Agent Management Objects 956 

This section defines the parameters associated with the content of management operations.  All descriptions are 957 
extensible, in that additional parameters can be defined and used by agent developers. 958 

9.3.1 fipa-man-df-agent-description 959 

Parameter Description 

:agent-name Denotes the globally unique agent identifier.  

:agent-type Identifies the type of agent described.  

:agent-services Denotes the service(s) the agent can provide. 

This would include a  description of the 
characteristics of the service description as 
well as the service description itself. See fipa-
man-service-description. 

:interaction-protocols Characterises the protocols supported by the 
agent. This can include both standardised 
and/or non-standard protocols.  

:ontology Denotes the ontology(ies) the agent can 
support.  

:agent-address An agent must support at least one 
communication address and by definition if 
only one is provided, it must be the IIOP 
address of the agent platform on which the 
agent resides.  

:ownership Identifies the party that is legally responsible 
for the agents activities.  

:df-state Denotes the domain life-cycle state, for 
example suspended. 

 960 
961 
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9.3.2 fipa-man-platform-profile 961 

Parameter Description 

:platform-name Denotes a globally unique identifier for the 
agent platform 

:iiop-url Denotes the IIOP URL of the platform 

:dynamic-registration Denotes whether the platform supports 
dynamic registration 

:mobility7 Denotes whether the platform supports agent 
mobility. 

:ownership Identifies the owner of the platform. 

:certification-authority Denotes the certification authority for the 
platform. 

:default-DF Identifies the GUID of  the agent platforms 
default DF 

 962 
963 

                                                      

7  This parameter is not used in FIPA97. 



© FIPA FIPA 1997 Part 1: Version 2.4 

 

36 

9.3.3 fipa-man-service-description 963 

Parameter Description 

:service-type Denotes the unique service type. 

:service-ontology  Identifies the ontology for the service 
description. 

:service-description A description of the service. This could be a 
complex structure using a particular ontology 
defined in the :service-ontology parameter.  

:service-condition A description of the conditions in which to 
provide the service. 

 964 
9.3.4 fipa-man-ams-agent-description 965 

Parameter Description 

:agent-name Denotes the globally unique agent name. 

:address An agent must support at least one 
communication address and by definition if 
only one is provided, it must be the IIOP 
address of the agent platform on which the 
agent resides. 

:signature Denotes a secure encrypted signature for an 
agent. 

:delegate-agent Denotes the name of an agent, other than the 
agent that is the subject of the description, 
(i.e. identified under  :agent-name ) that 
has been delegated as recipient of all 
messages. 

:forward-address Identifies an agent address to which all 
messages should be forwarded to. The 
default value is the agent name. 

:ap-state Denotes the agent platform lifecycle state of 
the agent. 

 966 
967 
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9.3.5 fipa-man-exception 967 

 968 
Parameter Description 

unrecognised-attribute-
value

This error occurs when an invalid syntax was 
detected in the agent name or signature. 

unrecognised-attribute This error occurs when the attribute identifiers 
which appear in the message are  invalid. 

Unauthorised This occurs if the requesting agent is not 
sufficiently authorised. 

unwilling-to-perform This error occurs if the recipient agent is 
refuses to perform a requested action.. 

agent-not-registered This error occurs if the destination agent is 
not registered in that AP. 

no-communications-means This error occurs if there is no shared 
communication protocol to reach the 
destination agent. 

acc-unavailable ACC failed to complete the action and it is 
unavailable 

unable-to-deregister The agent can not be deregistered. For 
example, it might have pending contracts, or 
because the agent is not found in the DF. 

df-overloaded This occurs because the DF fails to finish the  
operation because of processing resource 
overload. 

inconsistency An action is rejected due to some 
inconsistency in the original request. 

agent-already-
registered

This failure occurs if the agent to be 
registered is already in the DF or AMS 

unauthorised This occurs if the requesting agent is not 
sufficiently authorised. 

ams-overloaded This occurs because the AMS fails to finish 
the modification operation because of 
processing resource overload. 
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Annex A 969 

(normative) 970 

Agent Communication Channel  Interface Description Language 971 

The following IDL specifies the agent interface which is intentionally minimal. The interface contains a single operation 972 
operation message which supplies a string containing the ACL message as a parameter. Future versions of  FIPA 973 
agent specifications reserve the right to extend or modify this interface. 974 

interface FIPA_Agent_97 { 975 
 oneway void message(in string acl_message);  976 

}; 977 
 978 

979 
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Annex B 979 

(informative) 980 

 981 

Many issues in Agent Management remain unresolved most notably mobility and security. This informative annex 982 
introduces these issues and points to future work planned for FIPA during 1998.  983 

B.1 Mobility 984 

Mobility aspects of intelligent agents becomes increasingly important as agents are not only restricted to their home 985 
agent platform, but are allowed to migrate to other platforms and perform certain tasks locally. The use of mobility is 986 
illustrated by the FIPA application scenarios, as well as the possibility to download software and to monitor physical 987 
events occuring on a remote platform. 988 

Mobility can be regarded as a refinement and  extension to the FIPA  97 specifications by introducing migration among 989 
platforms.  990 

B.2 Security 991 

Agents as well as their related services need to be performed in a secure and trusted environment. Many services carry 992 
personal data that has to be protected, e.g. banking applications or electronic commerce where parties need to be 993 
authenticated, access control checked, integrity, confidentiality, non-repudation and non-repudiation insured. 994 

The security problem is even more critical in the world of mobile agents where in addition to the preceding constraints, it 995 
has to insure the security of the platform against viral infections and any kind of attacks by malicious agents or groups 996 
of agents. Mobile agents have also be protected against hijacking and mystrivious use. 997 

 998 
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